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Subject objectives

The course aims to provide knowledge and skills in crisis management and critical infrastructure protection.
Students will learn basic concepts, principles, the structure and organization of the crisis management
system in Poland. They will acquire skills in risk analysis and assessment, developing crisis management
and critical infrastructure protection plans, and coordinating rescue operations. Students will also gain
abilities in intersectoral cooperation, continuity management, and responding to incidents involving critical

infrastructure.
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Learning outcomes

Course outcome

Subject outcome

Method of verification

[BNL3_W10] Has knowledge of
the activities of public institutions
working to promote security.

He has knowledge of the actions
of state institutions involved in the
implementation of crisis
management tasks and the
protection of critical infrastructure

[SW4] test/exam - oral or written

[BNL3_U04] Uses the knowledge
of normative systems related to
public safety to adequately
respond to the existing
challenges. Presents and
evaluates opinions on systematic
solutions in the field of security.

He utilizes knowledge of the legal
frameworks governing the crisis
management system and the
national plan for the protection of
critical infrastructure

[SU4] test/exam - oral or written
[SU8] observation of student's
independent or team work

[BNL3_W04] Has knowledge of
the functioning of internal and
international security institutions
and is able to define the
relationships between them.
Defines the fundamental
dilemmas of modern civilization.

He understands the basic tasks of
institutions and state authorities in
the field of crisis management

[SW4] test/exam - oral or written

[BNL3_KO01] Professionally and
ethically behaves in professional
work and public activities.

He behaves responsibly, taking
into account ethical standards
when making decisions in the area
of crisis management.

[SK8] observation of student's
independent or team work

[BNL3_UO06] Is able to analyse the
causes and effects of security
threats and indicates
countermeasures. Plans own and
team's work in the field of threat
analysis and risk assessment.

He is capable of conducting an
analysis to assess the probability
and consequences of crisis
situations

[SU8] observation of student's
independent or team work

[BNL3_U13] Assesses the risk
and possible consequences of
measures taken in the area of
security.

He assesses the risk and
consequences of crisis events
using the appropriate risk
assessment methodology for this
area

[SU8] observation of student's
independent or team work

[BNL3_KO02] Is prepared to
manage human teams, fulfil social
obligations, and function in the
information society - collects, uses
and processes information.

He is prepared to lead a crisis
management team

[SK5] implementation of a
problem task

[BNL3_WO01] Has advanced
knowledge of the social, historical,
economic and cultural
determinants of security. Knows
the practical application of this
knowledge in professional
activities in the field of security.

"He understands the roles and
tasks of institutions within the
crisis management system and
can assign responsibilities in the
event of crisis incidents or
disasters

[SW1] oral statement/
conversation/discussion

[BNL3_WO02] Has in-depth
knowledge about the state, power,
politics and public administration.
Knows the historical, social,
economic, legal, ethical and
cultural determinants of security

activities.

He possesses knowledge in
shaping the responsibilities of the
various services and institutions
involved in the crisis management
system

[SW4] test/exam - oral or written

Subject contents

Crisis Management System of the Republic of Poland

National Critical Infrastructure Protection Program.

Threat Analysis and Risk Assessment Methods in Crisis Management.

Crisis Management and Critical Infrastructure Protection Plans.

Role of the Government Centre for Security in the Crisis Management System."

Prerequisites
and co-requisites

Assessment methods

Subject passing criteria

Passing threshold

Percentage of the final grade

and criteria 60.0% 80.0%
60.0% 20.0%
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Recommended reading

Basic literature PUBLICZNE ZARZADZANIE KRYZYSOWE. BUDOWA
REPOZYTORIUM METOD | TECHNIK

M. Wisniewski, J. Smagowicz A. Uklanska Wydawnictwo: OWPW 2022,

Zarzadzanie kryzysowe, obrona cywilna i ochrona ludnosci w
perspektywie 2030 roku praca zbiorowa Helion 2020

Dz.U.2024.248 t.j Ustawa o Obronie ojczyzny

Supplementary literature *  Gawlowski, R. (2020). "Ochrona infrastruktury krytycznej w Polsce
stan obecny i perspektywy". Przeglad Bezpieczenstwa
Wewnetrznego, 12(3), 25-38.

*  Nowak, P. (2019). "Zarzadzanie kryzysowe w teorii i praktyce".
Zarzadzanie i Finanse, 17(4), 56-70.

eResources addresses Adresy na platformie eNauczanie:

Example issues/
example questions/
tasks being completed

Legal Aspects of the Functioning of the Crisis Management System in the Republic of Poland

Institutions and Their Role in the Crisis Management System

Crisis Management Plans: Their Structure and Goals

Assumptions of the National Critical Infrastructure Protection Program

Work placement

Not applicable
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