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Subject objectives

The aim of the course is to characterize the issue of cybersecurity in the legal context and to introduce the

issue of personal data protection.
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Learning outcomes

Course outcome

Subject outcome

Method of verification

[ADMINL3_WGO03] At an
advanced level, the student
identifies and understands the
legal and administrative conditions
of various forms of social and
economic life, including the rights
and obligations of individuals
towards other individuals and
state authorities.

Is able to characterize the legal
basis for personal data protection
and the basic legal regulations
regarding cybersecurity (both in
national and EU law).

[SW4] test/exam - oral or written
[SW1] oral statement/
conversation/discussion

[ADMINL3_UWO01] Using his own
knowledge and sources of
information, including the ability to
use modern digital techniques and
professional methods of acquiring
information, the student is able to
analyze and resolve problems, as
well as interpret legal, social, and
political phenomena within the
scope of administration and
selected areas of social and
economic life.

Is able to classify specific
information as personal data and
determine in what situations the
provisions on personal data
protection apply and how to
assess the legality of a given
manifestation of data processing.
Is able to classify, from a legal and
theoretical perspective, various
manifestations of cybersecurity
incidents.

[SU1] oral statement/conversation/
discussion
[SU4] test/exam - oral or written

[ADMINL3_KKO01] The student is
aware of the role of knowledge in
problem-solving, is prepared to
critically evaluate positions
regarding the functioning of
administration and the content of
legal norms, and to rely on expert
knowledge — including the views
of legal doctrine and jurisprudence
— in situations that exceed the
scope of independent problem-
solving.

Is aware of the role of knowledge
in solving problems in the field of
cybersecurity and personal data
protection, is ready to critically
evaluate positions regarding the
content of legal norms and use
expert knowledge - including in
the form of doctrine and case law.

[SK1] oral statement/conversation/
discussion
[SK4] test/exam - oral or written

[ADMINL3_WG02] At an
advanced level, the student is able
to characterize the system of
public authority (national, local,
and EU-level), the structure of
administration, the process of
appointing bodies, their
competencies, and the domains in
which they operate, as well as the
legal and organizational conditions
for the functioning of
administration.

Understands the functions of
cybersecurity in the context of
civilization development and
knows and can present the basic
threats occurring in cyberspace.
Understands the functions of
personal data protection in society
and the impact of personal data
protection regulations on the
functioning of administration and
the economy.

[SW4] test/exam - oral or written
[SW1] oral statement/
conversation/discussion

Subject contents

The program content includes an introduction to cybersecurity issues in the following areas: the concept and
importance of cybersecurity; threats occurring in cyberspace; cybersecurity and security incidents; national
cybersecurity system; selected specific protection rules and sector solutions.

The lecture program content includes issues in the field of personal data protection law, presented from a
theoretical and legal perspective, including the legal basis for personal data protection.

Prerequisites
and co-requisites

Assessment methods
and criteria

Subject passing criteria

Passing threshold

Percentage of the final grade

Exam

51.0%

100.0%

Recommended reading

Basic literature

Studenci korzystajg z aktéw normatywnych regulujgcych zagadnienia

objete programem.

P. Fajgielski, Prawo ochrony danych osobowych. Zarys wyktadu,

Warszawa (aktualne wydanie);

C. Banasinski (red.), Cyberbezpieczenstwo. Zarys wyktadu, Warszawa

(aktualne wydanie);
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Supplementary literature

M. Gawronski (red.), RODO. Przewodnik ze wzorami, Warszawa -
aktualne wydanie;

E. Bielak-Jomaa, D. Lubasz, RODO. Ogdlne rozporzadzenie o
ochronie danych. Komentarz, Warszawa - aktualne wydanie;

J. Taczowska-Olszewska, M. Nowikowska, A. Brzostek (red,), Reform
of protection of personal data system : purpose, tools, effects, Poznan
2018;

K. Czaplicki, A. Gryszczynska, G. Szpor (red.), Ustawa o krajowym
systemie cyberbezpieczenstwa, Warszawa aktualne wydanie;

D. Lisiak-Felicka, M. Szmit, Cyberbezpieczenstwo administrac;ji
publicznej w Polsce. Wybrane zagadnienia, European Association For
Security, Krakéw 2016,

J. Kossoff, Cybersecurity Law, Wiley, Hoboken 2020.

eResources addresses

Example issues/
example questions/

tasks being completed

Work placement

Not applicable
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